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Survey on handling passive nodes in MANETs
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Abstract. This work handles the topic ad hoc networking between mobile devices and the

specific problem of network nodes that choose not to forward messages. These nodes are
called passive nodes. In our literature review of of Ad Hoc Mobile Wireless network protocols

we identified three approaches: (i) incentives for active node, (ii) isolation of passive nodes.

(iii) automatic active node detection. Our analysis of the existing approaches shows the best
approach is categorized within the first category: the algorithmic mechanism design approach

of applying a Vickery Clark Groves(VCG) mechanism to provide incentive to nodes to be

active. This is a truthful mechanism which means that the most lucrative strategy for nodes
is to always tell the truth about the required incentive in order to forward messages and always

execute this action. The reason this happens is that the node will receive higher incentive than
what they asked for when they are chosen to forward messages. In mobile ad-hoc networks the

protocol needs to update routing tables therefore incentive requirements can be centralized

with minimal impact on the performance of the protocol.
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1. Introduction

We start by defining ad hoc networks, introducing the performance measures used in
the literature to compare approaches.We then introduce mobile ad hoc networks and
the basic routing protocols. Furthermore, we identify works that handle the problems
of MANET routing and critically analyze them from e theoretical standpoint.

2. Mobile Ad hoc networking

An ad hoc network is used to wirelessly link several devices, for communication
purposes [46]. These devices are called nodes of the network. If the nodes are also
mobile this is called a mobile ad hoc network(abbreviated MANET) [12].

A MANET uses hardware that is integrated in the nodes, no internet infrastruc-
ture is necessary. There are various applications for MANETs in the fields of: rescue
missions[9], natural of man-caused disasters [25], remote location networking[28], ro-
bot coordination [8], sensor networks, internet of things[15].

In MANETs, nodes have a maximum distance at which they can communicate
wirelessly. Nodes manage their energy resource, which they have to spend to be an
active member of the ad hoc network. This resource is also used by the node to achieve
its own goals. Therefore, we can safely assume that nodes will probably attempt to
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minimize energy expenditures on MANET communication that does not benefit them
directly, this assumption is supported by [13].

The main challenges of MANETs [46] are to avoid dropping packets [55] by using
reliable routes and increase throughput. We have found in the literature a secondary
challenge in saving energy, and maximizing MANET life by load balancing routing
instead of exhausting node energy one by one.

B =
ps ∗ pl

t

where: B the throughput of the MANET in bits per second, ps the number of suc-
cessfully received packets in the MANET, pl the average size of the packet payload t
the time interval length when the packets were counted

The drop rate of packets can be calculated as the percentage of the total sent
packets that were not received successfully:

d =
p− ps

p

where : d ∈ [0 . . . 1] is the drop rate of packets, p is the total number of sent packets
in the whole MANET, ps is the number of successfully sent(and received) packets in
the whole MANET,

Homogeneous mobile devices are used in the literature. This actually makes energy
solely dependent number of packets that are sent p.

E = kp

where: E is the total energy spent by the MANET during the experiment, k is the
quantity of energy required by a packet to be sent and received between two adjacent
nodes, p is the total number of packets sent.

A MANET can, theoretically, have a topology just like a wired network: a star
topology is what is used when a mobile device shares its internet access with nearby
devices through its hot spot functionality; a mesh topology is used by the Starlink
satellite constellation [37] developed privately by SpaceX 1; static routing tables can
be established too but the dynamic nature of MANETs makes any static topology
impractical. However, in practice the topology is also limited by the number of nodes
in each other’s radius. The most exposed to radius-related limitations is the star
topology. Although the routing protocol is the simplest, the number of connections
is limited by radius and resources of the center node which has to receive all network
packets. Therefore we can easily conclude that the only practical topology is the mesh
topology along with various strategies to repair routes [33].

A MANET is enabled by using various routing protocols some of which are pre-
sented and compared in [51]: Destination-Sequenced Distance-Vector (DSDV), Dy-
namic Source Routing (DSR), Ad Hoc On-Demand Distance Vector (AODV), and
Ad Hoc On-Demand Multipath Distance (AOMDV), OLSR (Optimized Link State
Routing). In the following paragraphs we will introduce each protocol then present
the result of the comparison.

DSDV[17] routing emulates the table routing system found in networking routers.
Each device has its own next-hop routing table complete with a hop-based distance

1The SpaceX website https://www.spacex.com and their Starlink project website https://www.

starlink.com accessed in 2020.

https://www.spacex.com
https://www.starlink.com
https://www.starlink.com
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metric to the destination. The links are considered bidirectional and they are updated
periodically. If one node moves out of range, all routing tables need to be regenerated.

DSR[14] uses route discovery and route maintenance mechanisms to maintain rout-
ing tables that contain whole paths, not just the next hop as DSDV does. Routes
are discovered through broadcasting packets and receiving replies from all devices in
range. The mechanism of route maintenance requires that a packet that can not reach
its destination will return with an error demanding a new route discovery or use of an
alternative route. This routing protocol allows the devices to incrementally relocate
as long as they are just one hop away via an alternate route.

AODV[38] is similar to DSR but all nodes actually propagate route discovery re-
quests until they find a route reply. This routing algorithm allows the devices to
relocate even if some nodes become out of range, as along as there is at least one
route connecting all nodes.

AOMDV[36] maintains multiple AODV paths and uses them in the order of their
discovery until they fail, in which case the next newest path will be used. The oldest
path is not necessarily the best path by any measure therefore a lot of improvements
have been proposed for this protocol: most trusted path[7], improving throughput [47],
most secure path [34], best quality of service(QoS) path [56], congestion avoidance
[6], faster adaptation to node relocation by using GPS2 [10].

A more recent MANET routing protocol is OLSR (Optimized Link State Routing)
[26]. This protocol is similar to DSDV, with the addition of periodical network topol-
ogy exchanges. In an attempt to limit control messages, the nodes declare only nodes
that they have selected as relays. In OLSR nodes only broadcast to these relays in
order to limit the number of messages. In [26] the authors claim further improvements
are achievable through clustering of nodes using the K-means [22] method. In [53] the
Zone Routing Protocol(ZRP) for manets is presented as a reactive-proactive hybrid
approach.

In their comparison paper [52] concluded AODV offers the fastest time from source
to destination but AOMDV has less lost packets, and these results are confirmed one
year later by [51].

Each of these protocols are based on the wired enterprise model where the whole
infrastructure is owned by a single entity or very cooperative entities. However, in
a MANET we can imagine some passive nodes would drop all packets that are not
addressed to themselves for energy conservation. We will label the nodes that do not
choose to do this active nodes.

We also found other terminologies in the literature for the equivalent concept. Pas-
sive nodes are also referred to as selfish nodes and active nodes are called cooperative
nodes in works like [39]. While from a security standpoint, works like [23] refer to
the scenario of having passive nodes as experiencing a selfish attack or a black hole
attack.

We can conclude that there is a need for the protocols to implement mechanisms
[13] that provide incentive to nodes to be active within the MANET. We found many
works that set out to eliminate the problem of passive nodes and we cataloged them
in three clusters: i) works that propose incentives for nodes to be active, ii) works
that try to isolate passive nodes and iii) works that introduce routing protocols with
automatic detection of active nodes.

2The Global Positioning System website https://www.gps.gov/ accessed in 2020

https://www.gps.gov/


SURVEY ON HANDLING PASSIVE NODES IN MANETS 149

2.1. Works that Propose Incentives for Active Nodes. In this category of
works there are three general approaches: i) reputation management, ii) punishment
of passive nodes and iii) reward active nodes. The first implies a local management of
the reputation of neighbouring nodes. The second approach requires spending energy
to increase incoming traffic on passive nodes. The last implies the existence of a
currency that can be exchanged as payment for forwarding packets. We will now
discuss individual works and their chosen approach.

2.1.1. Works that use Reputation. In [21] the authors propose a cooperative incentive
for MANETs in an attempt to improve the efficiency of the network. They manage a
reputation model which is maintained by observer nodes and synchronizations. This
implies two types of broadcast messages reputation updates and common packets
which have to reach the next hop as well as the observer nodes. In the experiment
section the MANET using their incentive system is faster(80% increase in Mb/s) and
more reliable (90% packet delivery ratio) than using no incentive to forward packets
but there is no comparison with the best case scenario.

In [24] the authors present a distributed reward system for MANETs called DMTR
(Distributed Management system for Trust and Reward), which uses block chain [57]
the distributed algorithm behind virtual crypto-currencies. Their approach assumes
that once a packet is received a report is issued to a so-called mining node which
results in a block chain transaction being issued and validated by all other mining
nodes. They assume the mining nodes are trustworthy this is a security flaw. In an
attempt to avoid excessive overhead, they choose to avoid the proof-of-work guessing
algorithm from block chain and use the trustworthy mining nodes. Even so the mining
nodes end up using 30%-50% of the total traffic of the MANET depending on the
number of mining nodes. However, the packet delivery ratio is kept above 95% thanks
to DMTR. The mining nodes are presented as having infinite energy resources and
being fixed in space. This means it can be argued that they are not really MANET
nodes but rather a currency system.

Similarly, [18] uses SADOV(Secure Ad-hoc on-demand distance vector) which is
a public-private key system with multiple private keys on route to provide incentive
cooperation through accountability. Each node on the way needs to sign the packet
and send it on, otherwise it can be identified by the previous node and reported
resulting in trust decrease. The SADOV mechanism is only compared against itself
in the paper, but it does provide a throughput of 1.9Mb/s at 10% passive nodes but
this throughput decreases to 1.72Mb/s when the passive nodes rises to 50%. When
a node manifests as passive its trust must be updated which generates around 1.6/s
chain multi-cast messages .

2.1.2. Works that use Punishment. The autors of [3] propose a system where a set
of nodes can issue observations of passive behavior and when a minimum number
of observations is reached, a punishment is issued. The authors propose a resource
exhausting punishment where all neighbors basically issue issue a lot of messages
towards the node while constantly monitoring it in order to evaluate its rehabilitation.
The experiments show complete extermination of passive behavior within 80 seconds
of the simulation. The authors show that if nodes are not punished they can reach
80% passive behavior due to energy constraints.
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In [50] the authors try to avoid more messages in order to provide incentives for
nodes not to be passive. They experiment with DSDV and OLSR and propose a
modified OLSR protocol that re-transmits messages repeatedly before choosing a
different route. In this case any intermediate node can choose to spend forward a
message and its reply or spend more energy receiving several repeated messages. The
choice of the relay nodes is conditioned on the message queue and energy reserve of
the candidate relay node. The authors do not specify how they learn that information
from an external node. A side effect of using OSLR as a base is also the fact that
messages actually decrease load on relay nodes which is actually saves energy. The
experiments show slight improvement in energy expenditure and network lifetime due
to load balancing relays with higher energy reserves. The authors claim that using
this protocol there are no rational passive nodes.

2.1.3. Works that use Currency. In [61] the authors present NISOVCM (Node In-
centive Strategy based on overdraft virtual currency mechanism) uses a virtual mon-
etary system. When nodes forward packets that do not belong to themselves. Before
a packet is forwarded, a custom negotiation protocol is implemented. This triples the
amount of necessary energy to transmit the same amount of messages. However, the
delivery ratio stands at around 60% regardless of the number of passive nodes.

The authors of [1] propose neighbor credit as a MANET incentive model called
NCV-AODV (Neighbor Credit Value AODV). The authors start from the baseline
protocol of AODV modified to also save credit whenever a reply is received on a given
route. When a node receives a packet that is should forward, it will check the sender’s
credit and if the credit is low the packet is dropped otherwise it is forwarded. The
experimental results show that this version of AODV has less dropped packets when
passive nodes are involved with no discernible effect on throughput. Similarly, in [60]
the authors propose a mechanism where the strategy of cooperating is rewarded with
a good reputation globally in the whole MANET. For a node, good reputation results
in packets being forwarded while bad reputation results in the packets being dropped.
The authors present mathematical analysis that this is a correct solution, however,
they do not support their claims with an implementation proposal. As a result, no
strategy of global distributed reputation management is presented.

To evaluate the potential of implementing an incentive mechanism we started
studying the work of Noam Nisan et al [44]where Algorithmic Mechanism Design(AMD)
is applied theoretically for various practical problems such as peer to peer communica-
tions, traffic, auctions, resource sharing and networking. Their proposed mechanisms
for networking [45] start with attempting to adapt the VCG(Vickery Clark Groves)
mechanism, trying to add social welfare to the utility of the individual node.

2.1.4. Baseline of Algorithmic Mechanism Design. Designing a mechanism for net-
working consists of creating a set of rules, with the purpose of achieving high through-
put. Computer science uses Algorithmic Mechanism Design, which was first intro-
duced in [43] by Noam Nissan.

Mechanism Design(MD) is based on ”game theory” [54]. Game theory studies
social systems and identifies possible outcomes of interactions,then system properties
are determined. MD is inverted game theory: the outcome is the input, and rules
must be created to achieve that result.
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Game theory[40] woks with the terms of outcome and utilty. Outcomes are defined
as a set of strategies adopted by nodes. O = S1 × S2 × . . . × Sn where n the node
number, Si the strategy set of node i

The utility function is defined on a set outcomes, and it has a real number output
ui : O → R, where i ∈ 1 . . . n is current node’s index In AMD, the nodes have to
declare a cost valuation vi for packet routing. The mechanism payment to a node
when it is required for routing [16].

Vickrey-Clarke-Groves(VCG) is a type of mechanism that maximizes social welfare.
Social welfare is defined the sum of the utility of all involved. The payments are
calculated depending on the cost of the route if the paid node did not exist. This is
based on a vickery auction mechanism which is a closed bid second price auction.

Therefore, the utility of the node for this routing is the sum of forwarding cost and
payment.

A mechanism m(o, p) can be considered a VCG family mechanism ⇐⇒ o(t) ∈
argmaxo(Σivi(o)) = argmaxo(g(o)) where:
• o(t) is the truthful valuation output .
• g(o) is the social welfare.
• the output o is the shortest route, which is list of nodes

The payment function is based the social welfare

pi(o) = −hi(v−i) + Σn
j=1,i6=jvj(o)

where Σn
j=1,i6=jvj(o) is a sum node valuations, and hi is a function that calculates the

impact the node in the MANET.
VCG provides incentive to nodes to maximize social welfare. We can mathemati-

cally prove that node utility is calculated as a sum ofsocial welfare and the hi function:

ui(o) = vi(o) + pi(o) = vi(o)− hi(v−i) + Σn
j=1,i6=jvj(o)

= Σn
j=1vj(o)− hi(v−i) = g(o)− hi(v−i)

Therefore, individual utility rises if g(o) also grows. For node i and its valuation vi
that maximizes social welfare, any other valuation v′i would result in an output o′.

Σn
i=1vi(o) > Σn

i=1v
′
i(o
′)

i.e. social welfare is higher for vi

Σn
i=1vi(o)− hi(v−i) > Σn

i=1v
′
i(o
′)− hi(v−i)

deduct hi for both ui(o) > ui(o
′) we get less node utility for the valuation.

Therefore, worse utilities result from not maximizing social welfare.
Theorem: All VCG mechanisms are truthful. Proof: Let’s assuming that the

truthful valuation di is not the best choice for node i. Then there should be a d′i such
that:

ui(o(di, d−i)) < ui(o(d′i, d−i))

vi(o(di, d−i))− h(v−i) + pi(o(di, d−i)) << vi(o(d′i, d−i))− h(v−i) + pi(o(d′i, d−i))

⇒ Σn
j=1vj(o(di, d−i) < Σn

j=1vj(d
′
i, d−i)

g(o(di, d−i)) < g(o(d′i, d−i))⇒ g(o(di, d−1)) < max(g(o)) !

this is in contradiction with the definition of VCG.
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However, using a VCG approach in networking would require a distributed algo-
rithm for valuations and price calculation [44], and this is mathematically proven to
be infeasible for more than a single private numeric parameter per node. Therefore,
other node requirements such as Quality of Service, end-to-end transfer speed, con-
gestion avoidance, etc. must be managed either internally and included in a numeric
parameter or managed outside the mechanism in the network package or message
queues.

In a VCG mechanism [43] for MANETs, each node must communicate their val-
uation along with their neighbor discovery messages. When a packet requires to be
routed, the shortest route is calculated. Nodes that are not on the route are paid
nothing p = 0. The nodes from the path receive payment proportional to the path
cost if the current node would not exist.

In paper [59] applying VCG to MANETs is discussed. The authors introduce
the low-overhead truthful routing(LOTTO) protocol. VCG requires an up to date
MANET map in each node, which requires up to n3 messages. LOTTO reduces the
communication complexity to n2. This improves routing by generating less overhead.
The packet delivery ratio rises to 100% due to the incentive for 50 nodes. However,
when 80 nodes are instantiated, delivery ratio declines down to 60%.

Tim Roughgarden et al. [49] have defined the Price of Anarchy (PoA) as the
performance measure difference between a network driven by a central all knowing
benevolent entity and the performance measures of a network where all nodes act
selfishly independently. PoA is calculated given the assumption that all nodes are
interested in being in a functional network and want their own packets to reach the
destination. In other words, a packet will not be dropped if the receiving node is
not aware of an alternative route to the packet destination. Interestingly enough, it
is mathematically proven that the PoA is 4/3 of the social welfare optimum routing
at any given time and that it is independent of the network topology [48]. A more
recent paper [16] shows that optimizing for social welfare in order to reach a PoA of
1, is not always the best solution since it often causes high costs to the most efficient
nodes. Therefore, a trade off is necessary in order to ensure the MANET longevity
and keep it’s active nodes interested. They proposed solution is a trust management
protocol with parameters extracted directly from the underlying routing protocol.

2.2. Works that Propose Actively Isolating Passive Nodes. In [27] the au-
thors propose the use of a collaborative watchdog. The watchdog is an algorithm
that evaluates a node as being passive with a variable degree of certainty. All found
passive nodes are cataloged and shared with other, active nodes. This algorithm has
high overhead initially. The whole approach is only evaluated from the point of view
of how fast it detects passive nodes.

The WSISB(Weight-based secure approach for identifying selfish behavior) ap-
proach to passive nodes is presented in [32]. This method woks on top of the AODV
MANET routing protocol. WSISB evaluates three variable attributes for each node:i)
the packet forwarding ratio, ii) dropped packets and iii) the currently remaining en-
ergy of the node. The authors do not present a way to identify these attributes
distributively, assuming that this data will be willingly shared by the nodes. Publicly
sharing real values for these attributes would be counter productive for passive nodes.
The authors then define a confidence factor based on the weighted sum of the three
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parameters. A threshold is chosen arbitrarily in order to eliminate potentially pas-
sive nodes. There is no motivation presented for the choice of threshold made. Even
so, eliminating the identified passive nodes results in reduction of lost packets from
40%-25% for AODV to a 1%-5%. The authors do not divulge how fast WSISB can
actually identify the passive nodes, they also do not present the experimental network
packet generation policy or the duration of the experiment in order to replicate the
results.

The autors of [62] introduce CoCoWa(collaborative contact-based watchdog) which
is a system that detects and isolates passive nodes. A node that identifies a passive
node will diffuse its findings to the rest of the network. This strategy reduces the
amount of dropped packets and increases the throughput of the MANET compared
with not using anything. This is similar to the collaborative watchdog presented in
[27].

In [30] the authors experimented with the DSDV, AODV and AOMDV protocols
and present their approach to isolating the passive nodes. They run experiments with
just 2 passive nodes and a variable number of active nodes : 5, 10, 15, 20. They are
able to halve the number of dropped packets in AODV and AOMDV. They also boast
slight improvements on throughput, although still half that of having no passive nodes
at all. In the case of DSDV the improvement is very small when measuring dropped
packets and throughput, the authors motivate their results with the fact that the
DSDV protocol is more susceptible to so-called selfish node attacks. We can conclude
that mitigation via isolation has an upper limit to the improvement it can achieve
depending on the number of passive nodes and their impact in the MANET.

The authors of [4] experiment with DSDV and AODV in the context of black hole
attacks, which is synonymous with selfish node attacks. Their research is executed
from a security point of view, however their proposed approach is malicious node
isolation, in accordance to the topic of this review. Their experiments show similar
results to [30] in terms of slight improvement in throughput and dropped packet ratio.

The authors of [11] introduce their security oriented approach called NHBADI
(Novel Honeypot Based Detection and Isolation Approach) applied over the AODV
routing protocol. The experiments conducted in this paper expect passive nodes to
mask their malicious intent by replying with acknowledgements and empty responses.
This behavior actually uses half the energy of forwarding the packet and then re-
turning a reply from the destination node. Their strategy to detection is to ask the
suspected node to forward the packet to a non-existent node, any positive response
will automatically reveal the true passive nature of the node. Results show 98% de-
livery ratio and lower end-to-end delay, however, NHBADI actually requires up to
50% more packets to be transmitted in order to facilitate the detection strategy.

These approaches actively provide incentive however this tends to be considerably
more computationally and message intensive than their base protocols. Therefore,
the usual end-to-end delay increase in their approaches. When a central entity is
used to manage external incentives such as credit or reputation it basically becomes
a bottleneck which automatically introduces upper limits to traffic.

2.3. Routing with Automatic Detection of Active Nodes. We found a survey
[5] on MANETs using bio inspired routing algorithms. The authors mainly found
approaches based on the ant colony optimization(ACO) stochastic meta-heuristic [20].
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In this approach, returning packets keep a log of the nodes that forwarded them and
the routing table of the source, and intermediary nodes can be adjusted accordingly.
Adaptation to network changes is obtained automatically because the ACO meta-
heuristic uses a probabilistic random choice biased on successful routes.

In [35] tries to find which under laying protocol is best for ACO between: DSR,
DSDV and AODV. The conclusion was that DSDV achieves the best results in terms
of end to end delay, and hop count but due to high amounts of routing overhead it has
a lower throughput than AODV. In [42] the authors found that ACO-based AODV
route updates, compared to the standard AODV approach, offers better results in
terms of throughput and end to end delays.

The authors of [41] propose an approach based on a hybrid form of ACO combined
with the particle swarm optimization(PSO) meta-heuristic [2]. The experiments only
compare this approach with a non-hybrid ACO approach and show that their proposed
ACO-PSO hybrid converges faster to short paths. Even so, end to end transfers take
at least 2 seconds per data packet which a very low rate of transfer. One note is
that the authors actually choose to disregard the under laying AODV intial routing
discovery and use the much slower random walk approach from swarm approaches
[31].

In [19] the authors present a multi cast group version of ACO routing. In order to
be able to communicate with each other nodes have to join the same groups. Packets
are sent via multiple routes at the same time for redundancy. Although this results
in communication overhead which in turn causes delays, the number or lost messages
is theoretically reduced. In the experiments section this was shown to only be valid if
all nodes can join a single group, if up to 3 groups are created, during mobility groups
loose contact with each other resulting in up to 80% packet loss.

In [29] the authors propose a routing protocol based on ACO called QMAA(quality
of service and Mobility Aware ACO). Their approach involves using a AODV routing
protocol augmented with knowledge about the reliability using ACO. The authors
concentrate on a quality of service(QoS) [58] improvements as well, which increases
the computation time further. Experiments with this approach compared with AODV
are: better throughput but higher end-to-end delay due to the various operations
required by the routing algorithm.

These protocol-based isolation approaches use some form of stochastic meta-heuristic
and are sometimes bio-inspired. They can successfully avoid using passive nodes for
forwarding by marking active nodes and giving them precedence over the passive
ones. They automatically adapt to location changes of nodes and have a form of
intrinsic load spreading due to a weighted probabilistic approach to choose the next
hop. However, these modified routing protocols do not reduce the incentive for a node
to become passive. Therefore, they do not help with motivation to become active as
they provide no punishments to passive nodes.

2.4. Related work Conclusions and Discussion. To sum up this section, we
catalogued the works from our literature review in the following:
(1) incentives for active nodes : this approach slightly increases throughput and

decreases the number of dropped packets.
However, the detection of active node can have high communication and compu-
tation costs. Experimentally, this results in very less than optimal throughput.
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Therefore it is preferable to use a protocol that inherently provides incentive to
nodes to be active.
We have shown that VCG mechanisms are truthful. Communication costs for the
centralization of valuations can be ignored by using the network discovery part
of the routing protocol [16]. Calculating the second price does not add significant
computation time because obtaining the best path is mandatory to the routing
process and will obtain the second best path as a by-product. We will consider
the payment an external service. Therefore we can conclude that, in the case of
adhoc mobile networks, VCG will always provide incentive to nodes to truthfully
valuate forwarding costs and forward all received packets, without significantly
increasing the computation costs or the communication costs.

(2) actively isolate passive nodes : approaches in this category consist in monitoring
and detection of passive nodes. This is as complex as detecting active nodes.
However, since active nodes must spend energy to forward packets, there is high
incentive to be as passive as possible without being detected. Furthermore, not
having a full proof negative result for passive behavior, we can expect lost packets
and lower than optimal throughput.

(3) automatic active node detection : these approaches use algorithms that learn
which nodes are active, and use those predominantly. This requires an increase
of the packet size to accommodate the metadata needed for marking working
routes. However, they do not punish passive behavior and puts with more strain
put on active nodes, this results in incentive to be passive. As with the previous
approaches, there will probably be some scenarios when active nodes choose to
have passive behavior to save energy.

Any approach except the VCG routing mechanism results in additional computa-
tional and communication costs without a clear mathematical guarantee of eliminating
passive nodes. Keep in mind that this is only possible if the mechanism metadata is
actually incorporated within the routing protocol. This is actually quite possible in
the case of ad hoc mobile networks due to the need to update the network topology
which is inherent to all ad hoc networking protocols.
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