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Cryptography on Binary Edwards Curves over the Ring Fo:[c];
e =0
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ABSTRACT. Let n be a positive integer, in this paper, we study binary Edwards curves defined
over the finite local ring B3 = Fan[e] with €3 = 0 and outline the resulting cryptographic
implications.
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1. Introduction

Edwards curves, introduced by H. Edwards in 2007, offer an elegant and highly sym-
metric model for elliptic curves with complete and efficient addition laws [1]. Binary
Edwards curves, introduced by Bernstein et al [2], provide a parallel construction over
fields of characteristic 2, particularly relevant for lightweight and hardware-oriented

cryptography.
Several recent works [4, 5, 6, 7, 8, 9, 10, 11, 12] have extended classical elliptic
curves to algebraic structures defined over rings such as F[e] with relations €2 =0,

3 =0,e2=cored =¢e2

In this paper, we study the arithmetic of the ring Fan [¢] with €3 = 0, and we define
binary Edwards curves Ep, ,(Bs) over this ring. We then construct the correspond-
ing group extension Ep, d(Bg) of Ep, , »and provide an explicit bijection between
the groups Ep, ,(Bs) and Ep, , xF3., where Ep, , (Fan) denotes the binary
Edwards curve over the finite field Fan.

Finally, we discuss the cryptographic implications of this construction. In particu-
lar, we show that the discrete logarithm problem in Ep, ,(B3) is equivalent to the dis-

crete logarithm problem in Ep, , (Fan)xF3,, and that #Ep, ,(Bs) = 2°" #FEp

ag,dg ag,dg *

2. Notation and ring arithmetic

Let By = [F(ZE([S})(] be a local ring, where Fan is the finite field of order 2™ with n a
positive integer. This ring is identified by Fan[e] where ¢® = 0. Consequently, Bs
admits the representation: B3 = {zg + z1¢ + 262 | (w0, 21, 22) € (Fan)3}.

Let X and Y be two elements in Bg, written as

X =0+ 216 + 228, Y =yo + y1e + o’
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Using the relation €3 = 0, their sum and product are given by
X +Y = (0 +y0) + (21 +y1)e + (22 +y2)e”,
X Y = zoyo + (zoy1 + T1Y0)e + (Toyz + T1y1 + T2yo)e>

The following results can easily be verified (see [3]):
e (Bs,+,-) is a finite unitary commutative ring.
e Bj is an Fan-vector space of dimension 3 and of basis {1,¢,%}.
o Let X = 29+ 216 + 2962 € By, X is invertible if and only if 29 Z 0 (mod 2), in
this case:
o X' =uagt —magie + (zfry? — wony ?)e?.
o X is not invertible if and only if g =0 (mod 2).
o Bs is a local ring, its maximal ideal is M = (¢) = eFan.
e We consider the canonical projection 7 defined by

3

T Bs —  Fon
To + i+ 1262 — T

is a surjective homomorphism of rings.

3. Binary Edwards curves over Bj

Fix parameters a = ag + a1 + ase? and d = dg + die + doe? in Bs. We define the
binary Edwards curve over B3 by the affine equation
X +Y)+dX*+Y?) =XY + XY (X +Y) + X?Y?,
such that @ and d + a® 4 a are invertible in Bs. We denote it by Ep, ,(Bs).
ile. Ep, ,(B3):a(X4+Y)+d(X?+Y?) = XY + XV (X +Y) + X?Y?.
Lemma 3.1. The element d + a®> + a is invertible in Bs if and only if
d0+ag+a0 #0 in Fan.

Proof. Compute a? in characteristic 2 and €3 = 0, we have

2 22 _ 2 2.2
a® = (ag + a1€ + age”)” = aj + aje”.

Then

d+a*+a=(do+ a2 +ag) + (di + a1)e + (dz + ag + a?)e?.
By the units characterization in Bs, this element is invertible if and only if its constant
term is nonzero, i.e. do + a3 + ag # 0. O

Using Lemma 3.1, if both a and d+a® 4 a are invertible in By, then Ep_ ., (Fan)
defines a binary Edwards curve over the finite field Fon. We denote this curve by
Ep

ag,dg *

Theorem 3.2. Let X =% + 1062, Y =§+1pe?, a=a+ax? d= d + doe? be
elements of Bz such that

X +Y)4+dX*+YH) =XY + XY (X +Y)+ X?Y2
Then
a(i+§) +d(@ + %) = 25+ 25(Z + §) + 229 + (E + Fay + Gyo)e?,
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where
E = —ay(z0 +yo) — da(xd +52), F =yo+ys —ao and G =z + 2% — ao.
Proof. We have

XY(X+Y) = #§(F +§) + (#2ys + §722)e2,

Fa(X+Y)+dX?+Y?)=XY +XY(X+Y)+ X%Y2, then
(@4 §) +d@ + %) = 25+ 257 + §) + 229 + (E + Fay + Gyo)e?,
where
E = —ay(wo +yo) — da(x3 + 5), F =yo+y5 — ao and G =z +1af— ao.
O

Corollary 3.3. If (X,Y) € Ep, ,(B3), then (x9,%) € Ep

ag,dg *

Proof. If (X,Y) € Ep, ,(Bs), then a(X+Y)+d(X?4+Y?) = XY+ XY (X+Y)+X?Y2
So, by Theorem 3.2 we have

ao(wo + yo) + do(x3 +y2) = zoyo + zoyo(zo + yo) + Toys + Ae + De>.

Or (1,¢,&2) is a basis of Bs, then ag(xo+yo)+do(z3+y3) = Toyo+royo(To+yo)+23y3.
Thus (ZEQ,yo> € Fp O

ag,dg *

4. The addition law on the binary Edwards curve Ep, ,(B3)

The authors of [2] introduced an explicit addition law for the binary Edwards curve
EB 7,(a),r:(a)(Fan). This addition formula is strongly unified, meaning that it applies
both to the addition of two distinct points and to the doubling case where the two
inputs coincide.

Given two points (X1,Y1) and (X2,Y2) on the binary Edwards curve Ep, ,(B3),
the sum (X3, Ys) = (X1,Y1) 4+ (X2,Y2), when it is defined, is computed as follows:

_a(Xi+ X5) +d(X + Y1) (Xp + V) + (X0 + XH(X2(Y1 + Yo+ 1)+ Y1Y3)
a+ (X1 + X7)(Xz +Y2)

X, (1)

o — a1 +Y2) +d(Xs + Y1)(Xo + V) + (V1 + V7)) (Ya(X1 + Xo 4+ 1) + X1 Xo) 2)
’ a+ (Y1 +Y?)(Xz + Ya) '
If the denominators 7(a + (X1 + X?2)(X2 + Y2)) and 7(a + (Y1 + Y2) (X2 + Y2))
are nonzero then the sum (X3, Y3) is a point in Ep, ,(Bs), with (0,0) is the neutral
element and —(X1,Y7) = (Y1, X4).
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Lemma 4.1. The projection

T EBa,d(B3) — EB

ag,dg ?
(X,Y) = (7(X),7(Y)).
is a surjective morphism of groups.

Proof. Let (zg,y0) € EB
that

Then there exists a point (X,Y) € Ep, ,(Bs) such

ag,dg *

7(X,Y) = (z0,%0)-
By Theorem 3.2, we obtain
ao(zo + yo) + do(x3 + 3) = zoyo + oyo(zo + yo) + 2ys + (E + Fxy + Gya) €2,
and since (1,¢,¢?) forms a basis of B3, we necessarily have
E = 7(FI2 + Gyg)
Define
f(a,y) = ao(a +y) + do(a® +y°) — xy — wy(x +y) — 2%y
Then the partial derivatives at (xo,yo) satisfy

0 )
£($07yo):ao—yo_yg:_p, £($07y0)=ao—mo—x8=—G.

The coefficients —F and —G are the partial derivatives of f at the point (zg,yo), and
cannot both vanish simultaneously. Therefore (x3,y2) exists, which shows that 7 is
surjective. O

Lemma 4.2. The mapping
9 F3. — Eg, ,(B3),
(z1,29) + (218 + 2262, 316 + (ay ' 07 — 29)e?)

is an injective homomorphism.
Proof. Evidently, 9 is well defined and injective.

Let o1, 29,y1,Y2 € Fan, P = (216 + 2282, 216 + (ag ' 23 — 22)e?) and Q = (y1¢ +
y2e2, y16 + (ag 'y} — y2)e?). By (1), (2). We have:

P+ Q= ((z1+y)e+ (w2 + 2)e”, (w1 + y1)e + (ag ' (@1 + 11)* — (32 + 2))€7)
then 9((z1,z2)+ (y1,y2)) = P (x1+y1, x2+y2) = F(21, 22)+9(y1, y2), and we conclude
that ¢ is injective homomorphism of groups. O

Corollary 4.3. Let S = 9(F3.), then S = ker(7).

Proof. Let (z16 + w962, m16 + (ag *0? — 12)e%) € S, then 7(x16 + w22, 216 + 2962) =
(0,0). We conclude that (z1e+ 292, 216 + (ag '2? — x2)e?) € ker(7), thus S C ker(7).
Let P = (X,Y) € ker(7), then 7(X,Y) = (0,0). So, X = z16 + 22¢? and Y =
y1€ + yoe? where (X,Y) € Ep, ,(Bs).

If (X,Y) € Ep, ,(B3), we have

a(X +Y) +d(X?+Y?) = ap(x1 + y1)e + ao(wa + y2)e* + do(x1 + y1)e2,
XY + XY(X +Y)+ X232 = 219162
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Therefore, 21 = y; and ys = aglx% — my. then (X,Y) = (w16 + 2262, 116 + (aalx% —
x3)e?). Thus ker(7) C S. Finally, S = ker(7). O

Remark 4.1. Since 9(F%,) is isomorphic to F3., it follows that S = F3,. Hence, S
is an abelian 2-group of order 22”.

Theorem 4.4. The sequence

0—>S—>EBa,d(B3)—>EB —0

aq,dg

is a short ezact sequence which defines the group extension Ep, ,(Bs) of Ep,, , by

S.

Proof. 7 is a surjective homomorphism of groups, S = ¥(F%.) = ker(7) and ¥ is an
injective homomorphism. We deduce the sequence

0— S — Ep,,(Bs) — Ep —0

aq,do
is a short exact sequence which defines the group extension Ep, ,(Bs) of Eg, .,
by S. O

Corollary 4.5.
#Ep, ,(Bs) = 2°" - #Fp

Proof. This follows from the exact sequence: |Ep,,(Bs)| = |ker(7)| - |Im(7)| =
220 | Ep O

ag,dg *

aq,dg |
Theorem 4.6. If #Lp,, 4, 1S 0dd, then the exact sequence splits and
Ep, ,(Bs) 2 Ep, , xF3,.

ag,dg
Proof. Let N = #Ep, , - If N is odd then there exists an integer b such that
Nb =1 (mod 2), i.e. 1 — Nbiseven. Set t = 1 — Nb = 2¢ for some integer c.
Define the endomorphism 1 of Ep, ,(B3) by ¢(P) = tP. For any P € ker(7) we
have N7(P) = 7(NP) = 7(0) = 0, hence NP € ker(7). But elements of ker(7)
have 2-power order. Therefore NbP lies in ker(7). Thus, there exists a morphism
— Ep, ,(Bs) with Too = id. Concretely one constructs o(Q) = tP for any

section gives the desired splitting and hence the direct product decomposition. O

5. Cryptographic consequences

Theorem 5.1. The discrete logarithm problem on Ep, ,(Bs) reduces to the discrete
logarithm problem on Ep, , . More precisely, when the extension splits,
EBa,d(B3) = EBa,U,dO X F%"?

and the DLP in Ep, ,(B3) is equivalent to solving the DLP component-wise.

Proof. Given the direct product decomposition, any point P € Ep, ,(Bs3) corresponds
to (Po,U) € Ep,, ,, X FZ.. A discrete log question k — kP reduces to computing
kP, in the base curve and kU in the finite additive group F3.; the latter is trivial to
invert since F3, is an easily solvable additive group, so the hardness is inherited from

the base curve E, , . (]



6 M. B. T. EL HAMAM AND A. CHILLALI

Key exchange. Use any standard Diffie-Hellman style protocol on Ep, ,(Bs3): pick
generator GG, Alice sends aG, Bob sends bG, shared secret is abG. Security essentially
reduces to the discrete-log problem on the base curve.

6. Conclusion

We provided full coefficient-level proofs of the structure of binary Edwards curves
over the ring Bz = Fau[e] with €3 = 0. Finally cryptographic consequences follow
immediately from the structural decomposition.

Acknowledgment. We would like to thank the unknown referee for his/her several
helpful suggestions that helped us to improve our paper.

References

(1] H. Edwards, Normal form for elliptic curves, Bull. Amer. Math. Soc. (N.S.) 44 (2007), no. 3,
393-423.

(2] D.J. Bernstein, T. Lange, R. Rezaeian Farashahi, Binary Edwards Curves, In: Oswald E.,
Rohatgi P. (eds) Cryptographic Hardware and Embedded Systems - CHES, Lecture Notes in
Computer Science 5154, Springer, Berlin, Heidelberg, 2008. https://doi.org/10.1007/978-3-540-
85053-3-16.

(3] A. Chillali, Elliptic curves of the ring Fyle], € = 0, Int. Math. Forum 6 (2011) no. 29-31,
1501-1505.

[4] M.B.T. El Hamam, A. Chillali, L. El Fadil, Public key cryptosystem and binary Edwards
curves on the ring Fan[e],e2 = e for data management, In: 2nd International Conference on
Innovative Research in Applied Science, Engineering and Technology (IRASET) (2022). DOI:
10.1109/TRASET52964.2022.9738249.

[5] M.B.T. El Hamam, A. Chillali, L. El Fadil, Twisted Hessian curves over the ring Fy[e],e? = e,
Bol. Soc. Paran. Mat. (3s.) 40 (2022). DOI: https://doi.org/10.5269/bspm.51867.

[6] M.B.T. El Hamam, A. Chillali, L. El Fadil, A New Addition Law in Twisted Edwards Curves
on Non Local Ring, In: Nitaj, A., Zkik, K. (eds) Cryptography, Codes and Cyber Secu-
rity. 14CS (2022), Communications in Computer and Information Science 1747, Springer.
https://doi.org/10.1007/978-3-031-23201-5_3.

[7] M.B.T. El Hamam, A. Chillali, L. El Fadil, Twisted Edwards curve over the ring Fg[e],e2 = 0,
Tatra Mt. Math. Publ. 83 (2023), 43-50.

[8] M.B.T. El Hamam, A. Grini, A. Chillali, L. El Fadil, El Gamal cryptosystem on a Montgomery
curves over non local ring, WSEAS Trans. Math. 21 (2022), 85-89.

[9] M.B.T. El Hamam, A. Chillali, L. El Fadil, Classification of the elements of the twisted
Hessian curves in the ring Fyle],e® = €2, Bol. Soc. Paran. Mat. (3s.) 42 (2024). DOI:
https://d0i.10.5269/bspm.62308.

[10] A. Chillali, M.B.T. El Hamam, A. Grini, Twisted Hessian curve over a local ring, Bol. Soc.
Paran. Mat. (3s.) 42 (2024). DOI: https://d0i.10.5269/bspm.62583.

[11] M.B.T. El Hamam, Binary Edwards curves over a local ring, Palestine Journal of Mathematics
14(2025), no. 2, 259-264.

[12] A. Chillali, M.B.T. El Hamam, A. Grini, Huff’s form for elliptic curves over a local ring, Scientific
African 27 (2025), €02597. https://doi.org/10.1016/]j.sciaf.2025.e02597

(Moha Ben Taleb El Hamam) Sibl MOHAMED BEN ABDELLAH UNIVERSITY, FACULTY OF SCIENCES
DHAR EL MAHRAZ, FEZ, MOROCCO
E-mail address: mohaelhomam@gmail.com

(Abdelhakim Chillali) POLYDISCIPLINARY FACULTY OF TAzA SIDI MOHAMED BEN ABDELLAH
UNIVERSITY FEZ, MOROCCO
E-mail address: abdelhakim.chillali@usmba.ac.ma



	1. Introduction
	2. Notation and ring arithmetic
	3. Binary Edwards curves over B3
	4. The addition law on the binary Edwards curve EBa,d(B3)
	5. Cryptographic consequences
	6. Conclusion
	References

