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Authentication model based on Multi-Agent System

NICOLAE CONSTANTINESCU AND CLAUDIU IONUT POPIRLAN

ABSTRACT. In any communication process the most important stage is represented by the
authentication. If this stage ends successfully, the authenticated part can perform all opera-
tions for which it was given permission. So, along with the authentication, this process also
informs the authenticated part what are its rights and its restrictions on the system. We
propose an authentication model based on multi-agent system (MAS) structure. There is a
master agent (MA) which receives the authentication request from the user, and multiple slave
agents(SA) that, after solving a fixed number of tasks, they will send back the result to MA,
which will decide if the authentication ends successfully. The structure of such a system and
all the agent’s tasks are presented in details. We apply the agent concept to facilitate the
authentication process in order to work with multi-clients more dynamically and efficiently.
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1. Introduction

The safety of all the communication systems relies on the authentication stage. If
this stage does not end successfully the process does not begin. Authentication is
a process for identifying and verifying who is sending a request [13]. Because of its
importance there have been developed a variety of authentication mechanisms. These
mechanisms are divided into three categorizes:

(1) authentication based on Something you are.
(2) authentication based on Something you know.
(3) authentication based on Something you have.

The first category includes biometric methods, while the second includes authen-
tication methods based on passwords. The third one consists in challenge-response
lists, one-time pads, smart cards, hardware token etc.. In [4] the authors presented a
fourth category based on social network of the user, Somebody you know. There are
authentication systems which combine methods from different categories. The most
popular example is the bank card. To unlock the card the user must type his per-
sonal identification number (PIN). The PIN is something that the user knows while
the card is something he has.

A workable authentication system requires at least two modes of authentication,
the primary mode and the emergency one. The second is used only when the first
one is not available. To exemplify this, we take an e-mail account. Suppose the user
has forgotten his password, which represents the primary authentication mode. So,
he must try the emergency mode, which in most cases implies answering to some
questions. The user must give the same answers he gave when the account was
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registered. In corporate environments, the emergency mode consists in telephoning
the support personnel to re-establish the access privileges.

An authentication system security relies on the security of its weakest component.
As the U.S. Government’s National Information Assurance Glossary declares:

“ . ..strong authentication is layered authentication approach relying on two
or more authenticators to establish the identity of an originator or receiver
of information.”

Over the past few years, a new concept has entered the field of computer science.
This is the concept of an agent. Some authors have used this concept to unify the
field of artificial intelligence [17, 9], while others see it as a new programming concept
to extend the object concept [14]. The concept of an agent is strongly associated with
localization [23]. Most discussions on agents focus on their autonomy, intelligence,
mobility and interaction [18, 19]. In [17], multi-agent system (MAS) is defined as a
loosely coupled network of problem-solver entities that work together to find answers
to problems that are beyond the individual capabilities or knowledge of each entity.
Agent-based systems [22] claim to be next generation software capable of adapting
dynamically to changing business environment and of solving a wide range of knowl-
edge processing application. Nevertheless, several issues still need to be faced to make
the multi-agent technology widely accepted:

e Secure and efficient execution supports;

e Standardization;

e Appropriate programming languages and coordination models.

In this paper we propose an authentication model based on support provided by
multi-agent systems. Technically, we apply Multi-Agent System concept as a mediator
to:

e perform the authentication control of the relying entities having certificate;

e verify the client role and grant the permission to the legal applications;

e schedule multi clients requests autonomously and dynamically.

In the proposed model the agent concept facilitates the authentication process in
order to work with multi-clients more dynamically and efficiently.

2. State of Art

Biometric authentication methods are very popular, the most important being by
far fingerprint identification. Fingerprint identification is the most mature biometric
method being implemented at an early level since 1960. The recognition of a finger-
print can be done with two methods: ”one-to-one” (verification) and ”one-to-many”
(identification). The first method is applied when we have two fingerprints and we
want to verify if they belong to the same person. The second one is used when we
have one fingerprint and we search it in a database. The verification is much easier
and faster because we have the two fingerprints and we just need to compare them.
On the other hand, the identification implies more time for extracting the finger-
print because there are needed much more details. The authentication systems which
use fingerprint methods may use identification or verification. For an authentication
based on fingerprint identification the user does not have any other information. The
fingerprint is scanned and is searched in the database. For an authentication based
on fingerprint verification the user must have a username (or even his real name) and
the fingerprint will be used as a password. If the fingerprint coincides with the one
stored for that username the process ends successfully. If it does not coincide the
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fingerprint will not be compared with the other fingerprints from the database. The
systems based on fingerprint verification can replace the username with “Something
you have”, for example a smart card. Because of its popularity, increasingly more
PCs and other devices are released on the market with built-in fingerprint readers.
Most of these products are not expensive at all. All these devices allow the user to
not remember any password. The encrypted passwords are invoked once the user puts
his finger on the reader. For a two-factor authentication there can be, also, used a
secret password.

The fingerprint can also be replaced with other biometric data such as face recog-
nition, hand geometry biometrics, retina scan, iris scan, signature dynamics, voice
analysis, etc.. The methods for fingerprint identification and verification are the most
advanced from the biometric methods. Retina scan and iris scan are also very impor-
tant, and there is expected that the methods based on them will be increasingly used
in the future exceeding even those based on fingerprints. There is no known way to
replicate a retina. There is considered that the pattern of the blood vessels at the
back of the eye is unique and stays the same for a lifetime. A big disadvantage is that
it requires about 15 seconds of careful concentration to take a good scan. But with
the rapid development of technology, devices and methods scanning and comparing
retina will need less time. Retina scan remains a standard in military and government
installations.

Another popular authentication method is the one based on username and pass-
word. The method is designed to allow a client program to provide credentials when
making a request. First, the username is appended with a colon and concatenated
with the password. the colon is used to separate the username and the password.
The string resulted is encrypted with an encryption algorithm and transmitted. The
receiver decrypts and obtains the username and the password [15]. This authenti-
cation system popularity is due to its easy implementation and the fact that it is
supported by the most used browsers. A big disadvantage is represented by the fact
that the security relies on the assumption that the connection between the client and
the server is secure and can be trusted. An alternative to this method is the digest
access authentication. The server can use this method to negociate credentials with
a user. The user identity is established without sending a plaintext password. The
method uses MD5 to hash the password, preventing cryptanalysis [16].

In spite of the fact that their use has been roundly criticized on many occasions,
passwords remain the most popular method for user authentication [5]. The main
problems are caused by the way they are used by the people that hold them. Users
usually choose poor passwords based on private data which can be easily guessed by
others. In [8, 7] the author presents some facts that the user must take in consideration
when choosing a password:

(1) users must not choose poor passwords (passwords that are too short, passwords
that are related to personal information and can be easily guessed by someone
who knows them, passwords that are found in a dictionary and can be cracked
by dictionary tools);

(2) users must not share their passwords with anyone else;

(3) users must not write passwords down or store them in unsafe places;

(4) users must periodically change their passwords and they must not revert to using
the previous one again at a later time.

(5) users must not use the same password for a variety of systems because this may
cause vulnerabilities to all the systems when one of them had been broken.



62 N. CONSTANTINESCU AND C.I. POPIRLAN

In [1] the authors present some types of authentication attacks which have been

applied on systems with username/password authentication:
(1) Brute-force attacks

(2) Dictionary attacks

(3) Credential decryption attacks

(4) Replay attacks.

The classification was made after studying authentication models from papers like
[1, 2, 10, 21].

Brute-force attacks means attempting to find valid passwords and usernames
through exhaustive search. This attack is possible if the intruder gains access to
the database storage (pairs of usernames and passwords). After retrieving this in-
formation, the intruder tries all possible combination. Because the information is
encrypted will be used different encryption algorithms. Such attack can be done only
by programs or machines since the amount of operations is very high. This attack
may occur to most of the systems based on passwords and usernames. To avoid it
the users must choose strong passwords. Besides that, a very important measure is
to provide strong access polices in order to avoid information access for unauthorized
persons (processes).

The dictionary attacks are a smarter version of the brute-force attacks. The dif-
ference is given by the fact that the search can be done without having access to
any information. Such an intruder only needs a valid username. The eavesdropper
verifies combinations with possible passwords. The process has a high probability
of succeeding mostly because human nature. People tend to use as passwords short
characters combination that are very easy to remember. A system which resists to
such an attack must have an automatic setting which provides a limit of unsuccessful
authentication. A human cannot try more than maximum 50 unsuccessful authenti-
cations. Usually, after at most 5 attempts he uses the emergency mode. A process
which does a dictionary attack can try at least 200 successive unsuccessful attempts.

Credential decryption attacks try to break the encryption algorithm. These at-
tacks are usually used as supplement for brute-force attacks and dictionary attacks.
Vulnerable systems to such attacks are the ones that do not have strong credential
polices and strong cryptographic algorithms. The encryption/decryption algorithm
must have a high security level and must be correctly implemented.

Replay attack implies an intruder which tries to authenticate himself through valid
authentication sequences trapped from the communication channel. The measures
against such attacks are the same like the ones for the sniffing attack. All the trans-
mitted data must be encrypted using a very strong cryptographic system. It can also
be used a time stamp for all the messages.

Other important authentication methods are the cryptographic ones. One of the
most important attacks upon a cryptosystem is the man-in-the-middle attack. Sup-
pose there are two parties (A and B) who want to communicate and an intruder.
The intruder will impersonate B, receiving and keeping all the messages from A and
sending his own messages back. So A will communicate with the intruder without
noticing that he is not communicating with the right person, B. The intruder will use
the same method to impersonate A, and to communicate with B. Such an attack can
be avoided using an authentication system before starting the communication pro-
cess. The most popular cryptographic authentication methods are based on digital
signatures. The digital signature can, also, be used for verifying the integrity of a
document. A digital signature scheme consists in three algorithms:
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(1) key generation algorithm
(2) signature generation algorithm
(3) signature verification algorithm

The most popular digital signature schemes are DSA, RSA, ElGamal and Schnorr.
Because of the increasing usage of elliptic curve cryptography some of the classic
digital signature algorithms have been adapted, using points defined over an elliptic
curve instead of numbers [20]. The elliptic curve schemes provide the same security
level as the classic ones, but the performance of the algorithms is highly increased
due to the fact that shorter keys are used.

To the best of our knowledge, there are very few works dedicated to the integration
issue of authentication model and multi-agent systems. The work proposed in [12]
describe an authentication broker model that integrates the Single Sign-On and Multi-
Agent system to satisfy the security requirements including confidentiality, integrity,
and non-repudiation. The system factor and protocol of agent creation are presented
with respect to the authority level of the corresponding service. Nevertheless, the
clear function of agents used for delegating application to the authorized clients is
not provided.

In [6] the idea and implementation of how to apply MAS technique to serve the
authentication service in the multi-clients and multi-application environment are pro-
posed. The design of user agent and application agent is introduced to perform the
client authentication and multi-application delegation. Nevertheless, the system per-
formance and resource consumption is not provided, and an integration of several
types of agents, e.g. mobile agent can be adopted.

3. Our Model

We propose an authentication system based on multiple agents.
The agent system functions when each client requests to sign on and it is responsible
for validating a client certificate, granting an access role to the client.

3.1. The Multi-Agent System Architecture. A mobile agents system, intended
very general and flexible, to effectively improve the authentication process is proposed.
The system architecture that includes the related components is described below and
can be visualized in Figure 1, that presents the conceptual view of our proposed
model.

The role of the view-related components (defined terms) is as follows:

Definition 3.1 (Master Agent (level 1)). The Master Agent (MA) is the agent that
coordinates the authentication process, receives the authentication request from the
user, divides the tasks and sends to slave agents (SA?), depending on the authentica-
tion method (biometric method, user/password method and digital signature method)
and the degree of similarity of request (this feature shows intelligence of the system).

Definition 3.2 (Slave Agents(level 2)). The Slave Agent on level 2 (SA?) is an agent
that corresponds to one of authentication methods. Number of these agents is equal
to the number of authentication methods to be implemented. In our proposed system
we have illustrated three authentication methods: biometric method, user/pass- word
and digital signature.

Definition 3.3 (Slave Agents(level 3)). The Slave Agents on level 3 (SA3) corre-
sponds to data operation method, and are of three kinds: agent for reading data (RA),
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agent for writing data (WA) and agent for processing data (PA). An SA? agent can
create more SA? agents depending on the tasks received from the MA.

Definition 3.4 (Communication Language). The Communication Language (CL) is
implemented by message passing. An agent that wants to communicate with another
agent, first has to create a message object and then send it to the target agent. A
message object has a kind and an optional argument object. The receiver agent deter-
mines what to do by checking the kind of received message and get parameters as the
argument object.

The system agents are arranged on three levels:
(1) the first level is represented by the master agent (MA)
(2) the second level is represented by agents that are linked to the MA
(3) the third level is represented by agents that are linked to the second level agents
but not with the master agent.

3.2. The System Functionality. The system uses various authentication methods:
biometric method, user/password method and digital signature method. It may have
a larger number of methods, but, for a better understanding, we exemplify a system
with only the three methods mentioned above. Each second level agent represents
one authentication method. We denote them as A? (agent for biometric method),
AZ (agent for user/password method) and A3, (agent for digital signature method).
The master agent receives the authentication requests from the users. It analyses the
data and sends it to the corresponding second level agent. The second level agent
is linked to multiple third level agents. Each third level agent corresponds to data
method. So, the agent A% has the following agents:
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e A} , for reading the biometric data

° Ag’w g4 for writing the biometric data

. Ag’pd for processing data (if it is a verification, it compares the information with
the existing one from the database; if it is an identification it compares the
information with all the data from the database searching for a matching one)

Agent Aip has the following agents:

. Azmd for reading data (username and password)

o A3 4 for writing data (username and password)

o A3 i

Agent A3, has the following agents:

o A3 . for reading data (digital signature)

o A3 . for writing data (digital signature)

° Agspd for processing data (verifying if the digital signature is valid)

When all the third level agents have ended their processes the information is sent
back to the second level agent. It then sends the response to the MA. If the MA
receives a positive response, the authentication process ends successfully.

From the server part, in such an authentication scheme, there are two kinds of
participants, a signer (the server) and a group of requesters (the users of the systems).
Requesters request the blind signatures from the signer, and the signer issues the blind
signatures to the requesters. In addition, the scheme can be divided into four phases:
(1) the initialization phase, (2) the requesting phase, (3) the signing phase, and (4)
the extraction phase.

The Initialization Phase The signer computes n = pq, where p, q are two large
primes, and p = ¢ = 3 (mod 4). Furthermore, let H be a one-way hash function. The
signer keeps p and ¢ secret, and publishes n and H.

The Requesting Phase To obtain a signature of the message m, the requester
randomly chooses two integers u and b, such that

a = b2H(m)(u® + 1) mod n. (1)

Then the requester delivers « to the signer.

The Signing Phase While receiving «, the signer randomly chooses an integer
x. Because the signer knows the factors p and ¢ of n, and a(z? + 1) mod n is a QR
in Z}, therefore, the signer has the ability to derive t from

t72 = a(z® + 1) mod n. (2)

Then, the signer delivers the pair (¢, ) to the requester.
The Extraction Phase After receiving (¢, x), the requester computes

for processing data (verifying if the username and the password match)

¢ = (ux —1)(z +u)~' mod n, (3)
and
s = bt(x 4+ u) mod n. (4)
The pair (¢, s) is a signature of m. To verify the validity of (¢, s) of m, the verifier
checks whether or not the following equation holds,

H(m)s*(c? + 1) = 1 mod p. (5)

In the following, we prove that equation 5 always holds while the signature (c, s) is
correct. According to equation 2, we get

ta(x? + 1) = 12t — 2 = 1 mod n. (6)

Hence, we have
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Hm (@ +1) = () 0l + 0P (G
= (ab®(u? +1))(bt)*((uz — 1)2 + (z + u)2)

(ab?(u? 4 1)) (bt)*(2* + 1) (u® + 1)

= t*a(z®+1) =1 (mod n). (7)

ur — 1
—)?+1)

Suppose there is an user which wants to authenticate himself to the system, so he
sends a request based on the construction from formula 7 to the master agent (MA).
The authentication method used is a biometric one based on fingerprint verification.
For our verification the user also has a username. First the master agent receives the
request and checks the data to identify the authentication method. Then, it sends
the biometric data to A7. The second level agent sends it to the third level agents:
A3 A Ag’pd. The first reads the information while the second one writes it. The
third agent has the task to verify if the user is who he claims he is. So, it will first
search the username in the database. If it does not find it he will return a negative
response to the second layer agent. If it founds the username it verifies if the received
fingerprint matches with the one stored for that username. If it does, it sends a
positive response to AE, if it does not it sends a negative one. When Ag receives the
response from Ag’pd he sends it to the master agent. In case of a positive response the
master agent allows the user to perform the actions for which he was given permission.

4. Case Study and Implementation

To evaluate the efficiency of our authentication model based on Multi-Agent Sys-
tem(MAS) we consider the following scenario: One hundred clients are assigned to reg-
ister for authentication (three authentication methods are available: biometric method,
user/password and digital signature) in order to use a web-based application indepen-
dently.

The solution is based on our proposed model. The clients will be allowed to get
through the web application when their authenticity and application’s access right are
checked to be valid by the MAS module. We initially prove our proposed idea on how
the MAS supports the multi-clients authentication and management. Therefore the
primitive goal of our experiment is to verify that the proposed authentication model
is functionally correct and feasible to support the authentication of multi-clients. For
implementation we used a web server, MySQL database system, and JADE(Java
Agent DEvelopment Framework) for MAS module development [3, 11]. To verify
the authentication process using multi-agent system we can check all activities of the
clients from the event log, using system interface as shown in Fig. 2.

The authentication process is controlled by the MAS module, this was proving
transparency. If the clients are successfully authenticated, they will be allowed to
any applications available to them. The current implementation uses the certificate
management function which co-operate with the certification authority to enable our
relying parties to request for issuance, suspension, revocation, and renewal in a more
feasible way. According to our experiment, in which the system functioned as was de-
scribed in section 3.2, the result from the verification shows that MAS functionalities
are correct and robust for multi-clients.
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FIGURE 2. Authentication process results in our scenario

5. Conclusion and Future Work

We have presented an authentication model based on multi-agent system tech-
nologies to serve the authentication service in the multi-clients environment and im-
plementation of how to apply MAS technique and multi-application. The design of
master agent (MA) and slave agents(SA) is introduced to perform the multi-client
authentication with a very good computational time. Therefore, client convenience is
greatly increased by using our model. Finally, the system implementation has been
presented and tested in a scenario, with the focus on features of multi-agent system
in authentication process. In our future works, agents collaboration (slave agents
each other) is very important for system robustness. Complex administration poli-
cies could be extensively applied to multi-agent system. In order to implement in
a more complex system, an integration of various authentication types methods and
the multiple-authentication can be adopted for future version of the model.
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