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Abstract. Defining an adequate and well secured system is the ideal solution to protect the

data against online attacks. With respect for this, one of the methods which are used is the
double authentication in order to reduce the likelihood that a user presents false evidence of
identity. In this article, we present cryptographic systems based on elliptic curves defined over
finite space Fpt . The security of the cryptosystems is given by a set of numbers, chosen from

an elliptic curve and the calculation difficulty for the attack on the encryption system, taking
an effective approach by establishing a common secret key required for group authentication.
Also we present a complete description of the necessary system for the double authentication
scheme.
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1. Introduction

The only defense against online attacks and combating online identity theft is by
securing access to data where authentication occurs. Authentication represents the
process of verifying a user identity that is to accessed the database.

Accessing data can be done either through a virtual private network (VPN), remote
desktop connection, e-mail application (Outlook Anywhere) or an online portal that
are authorized to access the data. Traditional authentication systems includes a lower
security level authentication such as a password.

In this article we propose to improve the process of authentication for access to
the database by double authentication, key exchange security on both sides. Two-
factor authentication adds stronger security for users to authenticate with additional
accreditations in addition to a password. Double authentication requires two of the
following factors: something he knows (password, PIN), something he has (identity
card, keys), and something that uniquely represents the user (fingerprint, retinal
image).

However, the choice of an adequate and well secured two-factor authentication sys-
tem can be difficult and expensive, compared with an unified authentication system,
so it is easier to use and computational cost-effective. Two-factor authentication is
a security process in which the user has two means of identification, one of which is
usually physical, such as a card, and the second is something memorized, such as a
security code. The two factors involved in the authentication process are something
that the user knows and something he owns. Integrity is the assurance that the data
which a user refers to can be accessed and modified only by those authorized to do
so.
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Double authentication is used to reduce the likelihood that the user provides false
evidence of identity. To reduce the number of stored keys and broadcasted messages,
the researchers inserted the group key distribution protocol [13, 20] which is based on
DLP (Discrete Logarithm Problem) assuming several public-key cryptosystems.

For a group double authentication, elliptic curve cryptosystems can be used to
perform digital signature schemes and encryption schemes. Cryptosystems based on
elliptic curve encryption systems refer to use numbers generated by an elliptic curve.
It has been demonstrated over time that the cryptographic systems that are encrypted
with the numbers generated by an elliptic curve are safer.

Cryptographic systems based on elliptic curves are defined equally well in any finite
group (such as a group of points on a elliptic curve) and have stronger cryptographic
security per bit than of any other public key encryption system known at the time.
Memory requirements and bandwidth are substantially lower. Systems based on el-
liptic curves are easier to implement, being more efficient than any other public key
system.

These systems are ideal for small hardware implementations such as cards, further-
more, encryption and signing can be performed in separate steps with an significant
speed compared to other systems, which simplifies the security problem at login.

The security of cryptosystems based on elliptic curves consists in the difficulty of
calculating discrete logarithms in discrete fields (DLP). The group key protocol has
a major role in securing data and is divided into two categories: session key protocol
and broadcast management key between the group members.

A group transfer key protocol is KGC, reliable key generation center (trusted key
generation center) [2, 18, 23] is responsible for the generation and transport of the key
to each involved member in the authentication process. For each distribution there is
a registration process for users to subscribe group key, randomly selecting a private
key.

The first step to a secured group authentication is to establish a secret code that
is sent to group members. It establishes a protocol that ensures data security against
active attacks. Of course, the cryptographic security levels can be achieved in various
ways.

To transmit the confidentiality data, an effective approach is to establish a com-
mon secret key, obtained only by group members, required by the authentication.
Recoding the group key is required whenever there is a change in the group, for data
confidentiality. The confidentiality of the group key distribution is theoretically se-
cure information and the security group key transfer depends on the members actions
not an calculation hypothesis.

2. State of the art

For a secure communication between two or more users in an insecure network,
it is necessary to establish common session keys. For communication between two
users, things are somewhat simpler than in the case of multiple users, in which is
more difficult to establish a rigorous communication with no problems.

The best known protocol for establishing a common session key using a hostile
communication channel is Diffie-Hellman protocol. It also aims for exponential key
exchange, the protocol is resistant to passive attacks, any active malevolent person can
intervene and establish a session key with both involved parties in the communication.

The algorithm that has as input a prime number p big enough and a generator g.
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• U1 picks randomly a number, a number such that 0 ≤ a ≤ p− 2;
• U1 computes c = gb and sends c to U2;
• U2 picks randomly a number b, such hat a ≤ b ≤ p− 2;
• U2 computes d = gb and sends d to U1;
• U1 computes the key k = da = (gb)

a
;

• U2 computes the key k = ca = (gb)
b
.

Starting from this algorithm, A. Jaux introduced another protocol called ”A one
round protocol for tripartite Diffie-Hellman”, this protocol establishes a shared session
key for three users.

With the growth of networks, the need for communications between more than
three users becomes evident. There have been many attempts to establish a shared
secret key for communication between n users [13, 20].

The protocol for establishing the session keys is divided into distributed commune
keys establishment protocols and centralized key establishment protocols. The dis-
tributed mode have a higher cost in case of a large number of users, because each must
participate in establishing process of the common communication key. As computer
networks are increasing in terms of user growth, management protocols of centralized
communication keys seems as an adequate choice.

Among the latest and ones of the most used protocols are presented in [3, 5,
12, 14, 16, 19] protocol that is to satisfy the three most important properties of a
communication key:

• key authentication (assures the users that they use the correct key);
• key freshness (the key used in that moment wasn’t used in the past);
• key confidentiality (protects the current key that isn’t alienated to other users).
The advantage of these centralized protocols is that they use a common key gener-

ation center. At every entrance or exit of a user from a group, the generation center
reconstructs this session key based on the new user or the removed user.

3. Background on Elliptic Curves Cryptography (ECC)

Let Eϑ be an elliptic curve over a finite field K. Eϑ is defined by Weierstrass
equation, as follows:

Y 2 + a1XY + a3Y = X3 + a2X
2 + a4X + a6 (1)

where a1, a2, a3, a4, a6 ∈ K and ∆ ̸= 0. This request, ∆ ̸= 0, ensure the existence of
the differential coefficients in every point of the elliptic curve, for detailed information,
see [8], [9], [11]. For Eϑ, ∆ will be computed as:

b2 = a21 + 4a2
b4 = a1a3 + 2a4
b6 = a23 + 4a6
b8 = a21a6 + 4a2a6 − a1a3a4 + a2a

2
3 − a24

∆ = −b22b8 − 8b34 − 27b26 + 9b2b4b6

According with [15], the curve points set together with infinity point O and an
addition operation (as defined below) construct an abelian group.

Let P,Q ̸= 0 be two points defined over an elliptic curve Eϑ over a finite field
K, and k a natural number. Then, for nonzero points with values P = (X1, Y1),
Q = (X2, Y2), R = (X3, Y3), we have:
(1) Inverse of a point:

−P = (X1,−Y1 − a1X1 − a3)
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(2) Two points sum: R = P +Q{
X3 = λ2 + a1λ− a2 −X1 −X2

Y3 = −(λ+ a1)X3 − ν − a3

where

λ =


Y2 − Y1

X2 −X1
if P ̸= Q

3X2
1 + 2a2X1 + a4 − a1Y1

2Y1 + a1X1 + a3
if P = Q

ν =


Y1X2 − Y2X1

X2 −X1
if P ̸= Q

−X3
1 + a4X1 + 2a6 − a3Y1

2Y1 + a1X1 + a3
if P = Q

(3) Scalar multiplication:

Q = k · P = P + P + . . .+ P︸ ︷︷ ︸
k times

For big values of k, from cryptographically point of view is usefully to define an
algorithm for exponentiation, with applications for [1], [10], [17]. In the particular

case of k =
κ∑

θ=0

λθ2
θ, λθ ∈ {0, 1}, then

kP =
κ∑

θ=1

λθ(2
θP )

where doubling of it is necessary to obtain 2P, 22P, 23P, . . . , 2κP , and the most of
complementary values κ depends by λθ = 1.

3.1. ECC for message authentication. Elliptic Curves Cryptosystems for certain
subspaces has some advantages, like key dimension and generating time, beside clas-
sical ones, because if the elliptic curve subspace is carefully chosen, ECDLP (Elliptic
Curve Discrete Logarithm Problem) will define the attack complexity according with:

Let E be an elliptic curve defined over the Fpt , where Fpt ∈ Fp (Fp a finite space),
a point P ∈ E (Fpt) of order n, and a point Q ∈ E (Fpt), we have to found a point
k ∈ [0, n− 1] such that Q = kP . The integer k is named the discrete logarithm of Q
with P base, noted with k = logPQ.

Encryption/Decryption
Let A and B be two entities which should communicate by sending the message

Pmϖ . The entity A will send the message Pmϖ to the entity B by choosing first a
pseudoaleator number k and private key χA. A will generate a public key PA = χA×β,
from that will compute the encrypted message ′C ′

mA
which consist of points pair

CmA
= {kβ, Pmϖ + kPB

}, where β is the basic point, selected from the elliptic curve.
In the next step, the entity B will choose a public key PB = χB × β, respectively a
private one, χB .

In order to decrypt the message, B must extract the result of the next equation:

Pmϖ + kPB − χB(kβ) = Pmϖk(χBβ)− χB(kβ) = Pmϖ
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In encryption and decryption elliptic curves model, and for Digital Declaration,
the basic parameters will define the elliptic curve subspace type. The strength of
the cryptographic system is determined by the D = (q, αa, αb, G, β, τ), in the next
algorithm.

• Let be the subspaces of parameter p.
• The parameters αa, αb defines the elliptic curve E over Eq, and the equations

Y 2 = X3 +AX +B(p > 3) or Y 2 +XY = X3 +AX +B(p = 2).

• G - a generator point.
• β elliptic curve order.
• τ - co-factor, where τ = #E(Fp)/β.#E(Fp) represents the points number from
the elliptic curve.

In order to implement the mathematical model, the previous enunciated parameters
should achieved the next conditions, named general parameters:

• q = p or q = 2σx , where σx is a prime number.
• The elliptic curve should be non-singular.
• β should be q∂ − 1(1 ≤ ∂ ≤ π), where π usually is 20.
• The elliptic curve should be non-anomalous, which means |E(Fq)| ̸= q.
The main security parameter is β, and the key length is β.

4. Fpt subspaces for ECC

Starting from [21] studies, below we present a method to transfer information
by encrypting it with a public key known only to those who are authorized to access
information through the communication channel. This system of information security
requires each group participant to expose a parameter that will be part of the session
key construction.

The group may be formed of 2, 3, 4, ..., t participants. Each participant se-
lects an unique parameter, as an ID, known to himself and the key generator, which
will be used to provide secure communication. Parameters will form a function
f(2, 3, 4, ..., t) resulting a public key, noted as kt.

To extract the key, the user personal parameter is used and an using control key will
communicate the private key to the participants. The private key will be generated
by the public key generator at the request of a participant authenticated with his
personal parameter, the ID.

Using an algorithm for transforming a sequence (ST ) in a public keykt ∈ {0, 1}∗
will encrypt a plain text with that key and the encrypted text will be transferred
through a secure channel. The message decryption will be done by an user using the
regular private key obtained from the public key generator. However, the encrypted
message must be intended to him so he can decrypt it.

For such a cryptographic system the following steps are defined:
• configuration - the unique parameters are generated for each user/member of the
group for group identification and to create the common private key;

• extraction - according to the corresponding sting of the ID (ST ) the master key
is used to generate the private key corresponding to the public key needed for
group authentication

• encryption - the encryption algorithm is described that will encrypt the message
using the public key;

• decryption - using the private key the message will be decrypted using the de-
cryption algorithm;
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The algorithm used to obtain the private key from the public key generator is a
type of challenge-response system. Because it is part of this category, for construction
we will use, in the same way as in [6, 7] the following steps:

Definitions:
The expression x3 + 1 is a permutation for Fpt, where E is an elliptic curve given

by the equation y2 = x3 +1, defined over Fpt, and pt is a number through which will
satisfy pt = 6m− 1, where m is a prime number, and m > 3.

Let G ∈ E/Fpt be a group generator of points of order m = (pt + 1)/6.
Selection stage:
Let y0 ∈ Fpt be a point than there is a unique point x0, so that (x0, y0) ∈ E/Fpt.
First transformation stage:
Let 1+ δ ∈ Fp2

t
be a solution for the equation x3 − 1 = 0 modpt. A transformation

of the equation γ(x, y) = (δx, y) is an automorphism of groups on elliptic curve E. If
G = (x, y) ∈ E/Fpt then γ(G) ∈ E/Fpt.

Determination stage:
The points G, γ(G) generates a group morphism Zm × Zm. We note this group of

points as being E[m]. These points can be computed as in [6, 7].
Second transformation stage:
In order to encrypt the plain text will be made a concatenation between the ID of

whom will receive the message and the string obtained from the encryption function.
To transform the key KT we need a string of code. For this the beginning sequence
of the code (according to ASCII code) will be ST (1) ∈ {0, 1}∗. Using a cryptographic
function, noted with Q : {0, 1}∗ → Fpt

∗ we construct the point A : y0 which will be

equal to Q(ST (1)) and x0 = (y20 − 1)1/3 = (y20 − 1)(2pt−1)/3modpt. So A = (x0, y0) ∈
E/Fpt , and we compute AST (1) = 6A in order to get the necessary order for A.

4.1. Transmission and validity of the key. Following the ideas from the previous
paragraphs, ST is made by concatenating the full name of a participant. This means
that the key exchange is required at a certain time and when a participant leaves the
group to deny unauthorized access to information. The validity period for a key pair
(public key and private key) is very small if we want as result a high-level security.

4.2. Functional scheme. Next we want to describe the four steps of the algorithm
which ensure privacy and data integrity.

Setup
As we previous described, we chose an elliptic curve E generated by the instru-

mentality of an prime number pt, pt = 6m− 1, where the prime number is m,m > 3.
We chose G ∈ E/Fpt in accordance with the key transformation ST −KT . Also, we
select s ∈ Zpt

∗ and Gpub = sG. The master key is s ∈ Zpt
∗ .

The extraction
As we saw, the public key generator will construct a private key, through the

expression: Q(ST (1)) = ST (2) ∈ {0, 1}∗. From this follows AST (2) ∈ E/Fpt
of order

m. The private key will be dST (2) = sAST (2) , where s is the master key.
Encryption
Let M be a simple text used by an sender, participant to the encryption pro-

cess. The encrypted text C will be obtained as being (rG,M ⊕ Q(A′)), where
A = (AST (2) , Gpub) ∈ Fpt and r is chosen randomly, r ∈ Zpt .

Decryption
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We have B = (U, V ), an encrypted text with a public key AST (2) . We will again
obtain the simple text from the encrypted text by the following method: M = V +
Q(J), where J = (dST (2) , U) ∈ Fp2

t
.

4.3. The system’s security. It has been shown that the security of the system is
given by the security of the public key system based on elliptic curves. These aspects
are described in detail and demonstrated in [4, 22]. The method used to create and
generate the public key and the private key does not offer the advantage that attackers
cannot break the security of various systems, but, given the fact that it is based on
numbers generated by elliptic curves it will be an rather secured system. It has been
shown that security systems based on numbers generated by an elliptic curve are
currently the most secure cryptographic systems.

5. Conclusion

In this paper we presented the advantages of using the particular subspaces of
elliptic curves, instead of the entire ones, in cryptographic applications, with the
description of an encryption system based on elliptic curves for a particular space
Fpt . This system represented a higher level method for ensuring data confidentiality
in a group communication by using a subspace which requires a larger volume of
calculations in order to penetrate the encryption system.

Future studies will be made in the direction of defining the computation time for
the keys in such subspace, for a certain nonsupersingular elliptic curve, which has
direct application in Digital Declaration. The main point of the research is based on
figure the nonlinearity of subspaces, from cryptographic point of view.
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